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Abstract- Messages are transmitted among sensors in a 

Wireless Sensor Network in a secure way by using 

cryptographic techniques. Communication complexity is the 

major challenge in transmitting messages between sensors 

into the Internet of Things. As IOT consists of different 

devices, there must be secure and proper communication 

between sensor nodes in WSNs. In this work, a random key 

is used in practical time for reducing the communication 

complexity in IDEA algorithm. This paper proposes a model 

by combining the Reed Solomon code with IDEA encryption 

algorithm which used128 bit keys for transmitting the data. 

If the key gets lost, Reed Solomon code is used for key 

recovery. Experimental results are presented for RC4 and 

IDEA encryption techniques. 
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I. INTRODUCTION 

 A Wireless Sensor Network is a collection of 

different sensor nodes communicating in different 

applications like military services, health monitoring, data 

acquisition in hazardous areas, habitat monitoring, etc. In 

the message transmission between sensors, 

communication should be more reliable, authentication, 

integrity, confidentiality, non-repudiation using 

cryptographic algorithms. To reduce complexities in 

WSN through IOT (Internet of Things) [1], many 

techniques are practiced. Researchers have come up with 

Bilinear Diffie-Hellman Inversion problem [2] reduces 

the computation problem 

 
 A sensor node that wants to transmit messages into 

an open environment that potentially includes adversaries 

has to send these messages confidentially. At the same 

time, when the keys are to be distributed this has to be 

done securely with easy key recovery. Otherwise repeated 

transmissions increases the communication complexity of 

the key management algorithms and may drain the energy 

of the sensor nodes. 

  

  Light weight Cryptography [3], one of the 

cryptographic techniques develops a cryptographic 

system with limited resource. It is best suited for energy 

conversion need WSNs. It consists of different 

approaches like decreasing the block size and [4] key 

length, simplifying layers of transformations, reducing 

cost, using effective elements, designing key schedules, 

using cryptographic operations  according to the available 

resources. Light Weight Cryptography approach for 

Internet of Things gives end-to-end communication 

efficiency and lower applicability of resource devices 

[5].Lightweight Cryptography Algorithms are preferred in 

the IOT to use minimum resources in secure 

communication [6] between sensors. IOT consists of 

different devices like sensors, modems, phones, etc., to 

communicate securely. 

  

 Key management [7] and distribution is a challenge 

in such environment. While the use of predistribution of 

keys is a predominant solution, researchers go for other 

enhancements such as key pools. Another approach is 

Bilinear Diffie-Hellman Inversion problem that is suitable 

for reducing computation complexity. But if key loss 

occurs during transmission it complicates the 

communication between the sensors. To overcome the 

communication complexity, the key is managed using 

Reed-Solomon (RS) [2] code recover the key in case of 

loss. 

 

 Reed-Solomon code is a linear code consisting of 

multiple symbols which provides error correction ability 

[8] to recover the key. During transmission of the 

message there is no key error recovery in Bilinear Diffie-

Hellman Inversion problem. In order to provide secure 

communication between a pair of sensors, a unique key is 

needed. Since the usage of public and private key 

combination requires significantly more computation than 

that of secret key techniques, Reed-Solomon code is used 
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to reduce the communication complexity at the same time 

since the WSNs are energy constrained networks. 

 

RC4 is a stream cipher [9], [13] and symmetric key 

algorithm. It is used for both encryption and decryption as 

the data stream is simply XORed with the generated key 

sequence. The key stream [10] is completely independent 

of the plaintext used. It uses key which is of variable 

length ranging from 1 to 256 bits. The authors have 

proposed a framework using RC4 combined with Reed 

Solomon code for key recovery in their proposed work  

The IDEA [11] algorithm is a block cipher operates 

with 64-bit plaintext and cipher text blocks and it seems 

to be controlled by a 128-bit key. The algorithm consists 

of three different algebraic operations. The substitution 

boxes and the associated table lookups used in the block 

ciphers available to-date have been completely avoided. 

The algorithm structure is designed in such a way that 

different key sub-blocks are used where the encryption 

and decryption processes are similar. 

Contributions 

1. The novel proposal method consists of a model 

for reducing the loss of key in secure message 

transmission between sensor nodes using Reed-

Solomon code. 

2. IDEA is block cipher algorithm combined with 

Reed Solomon code for loss of key during the 

message transmission to reduce the communication 

complexity. 

3. Performance RC4 [12] is a stream cipher 

algorithm combined with Reed Solomon code  for 

number of messages transmitted  

 

II. RELATED WORK 

 

 This section discusses the various approaches 

proposed in the literature. It also describes the Reed 

Solomon code and IDEA algorithm. 

 Multipath key Establishment [2] is used to 

enable two nodes to establish secure communication 

even if they do not share a common key. It is used to 

capture the active attacks but there is limitation in 

communication complexity. 

 Public key cryptography [14] is used for 

authentication and advantage is to reduce the overhead in 

signature amortization but it does not concentrate in 

recovering the key if it is loss. 

 Key predistribution scheme [15] provides the 

secure communication between sensor nodes using three 

schemes such as polynomial pool-based key 

predistribution scheme, the probabilistic generation key 

predistribution scheme and the Q-composite scheme. It 

provides a better result in network resilience but 

limitations in communication complexity. 

 

 Key establishment [16] scheme used JERT 

scheme for secret link between sensor nodes through 

multi-hop paths. It reduces the transmission cost and 

provides secure information. 

 

 Three-tier [17] security scheme is used for 

pairwise key distribution and authentication. It reduces 

the damages caused by replication attacks and 

strengthens the security but does not concentrate in 

communication overhead. 

 

 Balanced Incomplete block designs [18] is used 

for security properties and computational performance 

Allocation of resource in WSN based on the access 

scheduling algorithms GAALS [19] for scalable WSN 

for single ratio multi hop communication. 

 

A. Reed-Solomon codes 

 

 A Reed-Solomon code is a linear code, which 

means that the code words form a k-dimensional subspace 

of the vector space Fnq . A commonly used method of 

encoding a linear code is to construct a generator matrix, 

denoted by G, whose rows form a basis for the code. 

Then, to encode a message m, we compute c = mG. 

 

 There are different methods to make RS codes.  It 

consists of encoding and decoding algorithms. Here, we 

only describe the general functionalities of the 

encoding/decoding algorithms. The input of the RS 

encoding algorithm is a message m= (m0, m1... mk-1) є 

Fq, finite field of order q and then the output will be c= 

(c0, cn-1) є Fq, where k ≤ n ≤ q. c is called a code word. 

Each element in m or c is called a symbol. K is the key. 

 

 It always happen that ci= mi for 0≤ i≤ k-1, then 

the encoding is systematic. In this case , m0,..,mk-1 may be 

called information symbols and ck…cn-1 may be called 

parity check symbols. Not all RS encoding schemes are 

systematic. 

 

 The above described RS code has length n and 

dimension k. Its distance is d = n- k + 1 (i.e., any two 

distinct code words differ in at least n – k + 1 symbols). 
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B. IDEA Algorithm 

 IDEA [18] operates on 64-bit blocks using a 

128-bit key and consists of a series of eight similar 

transformations (a complete round) and an output 

transformation (half of the overall round). The processes 

for encryption and decryption [15] are similar. In IDEA 

much of its security operations are interleaved from 

different groups — modular addition and multiplication, 

and bitwise eXclusive OR (XOR) — which are 

algebraically "incompatible”. The above mentioned 

operators, which all deal with 16-bit: 

 Bitwise exclusive OR . 

 Addition modulo 2
16

  

 Multiplication modulo 2
16

+1, where the all-zero 

word (0x0000) is interpreted as 2
16

. 

 IDEA uses a block cipher with a 128-bit key, and 

is generally known to be very much secure. It is one of 

the best [19] publicly known algorithms. No practical 

attacks on it have been published so far despite of a 

number of attempts to find some. 

III. ANALYSIS OF REED SOLOMON CODE 
 

Reed & Solomon's original view:  

 

 To describe all the code words in Reed-Solomon 

code, the different set of procedures used. Every code 

word of the Reed–Solomon code is a sequence of low-

degree polynomial function values. In order to attain a 

code word of in Reed–Solomon code, the message is 

interpretation is done as a report with the help of a 

polynomial p which has a degree less than k over the 

finite field called F with finite set of q elements. 

Consecutively, the polynomial p is calculated at n 

different points a1,...,an of the finite field F, and the 

sequence of calculated values are the related code word. 
 
 Formally, the set C of code words of the Reed– 

Solomon code is defined as follows: [11] 

 
C = {(p(a1), p(a2)... an)) |p is a polynomial over  
 
F degree < K}  

 

 For any two different polynomials p of degree less 

than k agree in at most k-1 points, this means that any two 

code words of the Reed–Solomon code disagree in at least 

n-(k-1)=n-k+1positions. Furthermore, there are two 

polynomials which agree with k-1 points but are not 

equal. So, the distance of the Reed–Solomon code is 

exactly d=n-k+1. Then the relative distance is 

 

δ=d/n=1-k/n + 1/n~1-R (2) 
 

 where R=k/n is the rate and the trade-off between 

them  is asymptotically finest since, every code satisfies δ 

+ R ≤ 1which is proved by the Singleton bound. Being 

achieved the best trade-off, the Reed–Solomon code 

comes under the class of maximum distance separable 

codes. When the number of different polynomials p of 

degree less than k and the number of different messages 

are both equal to q
k
, every message can be distinctively 

mapped to such a polynomial [20] and there are 

alternative ways to do the encoding. In the actual 

construction of Reed Solomon code the message x is 

interpreted as the coefficients of the polynomial p, and in 

the following constructions the message is interpreted as 

the values of the polynomial at the first k points a1,..,ak. 

The polynomial p is obtained by interpolating these 

values a1,...,an with a polynomial of degree less than k. As 

the last encoding procedure increases the efficiency it 

gives another advantage that it increases systematic code. 

So, the original message is always covered as a 

subsequence of the code word. 
 

 In many contexts, it is suitable to choose the 

series of evaluation points so that they display some 

additional structure. In particular, it is useful to choose the 

sequence of successive powers of primitive root α of the 

field F and α is the generator of the finite set of field's 

multiplicative group. The sequence is defined as for all 

i=1,…, q-1. This sequence contains q-1 elements of F, 

except 0, and so the block length is n-1. It follows that, 

whenever p (a) is a polynomial over F, then the function p 

(αa) is also a polynomial p of the same degree, which 

gives rise to a code word obtained by the cyclic left - shift 

of the code word derived from p (a). Thus, this 

construction of Reed–Solomon code gives rise to a cyclic 

code. 

 The receiver will send the response to sender using 

the broadcast channel. Let e be the maximum error rate 

that the protocol is designed for (i.e., an e feasible ordered 

pair (n, k) is chosen for use in the protocol). Here MAC 

protocol is a secure message authentication protocol. 

 

1. Sender chooses a random message m = (m0,…,mk-1) 

Є and encodes it into an RS code word c= (c0,….cn-1) Є 

2. In each round, the sender sends one code word 

symbol over each of the pre specified node disjoint paths. 

3. After each round, receiver attempts to choose the 

symbols among which have been received in the current 

and all previous rounds of the code word. If it is 

successful, then a message is derived from code word and 

http://www.wikipedia.org/wiki/Block_size_(cryptography)
http://www.wikipedia.org/wiki/Key_(cryptography)
http://www.wikipedia.org/wiki/Group_(mathematics)
http://www.wikipedia.org/wiki/Modular_arithmetic
http://www.wikipedia.org/wiki/XOR
http://www.wikipedia.org/wiki/XOR
http://searchsecurity.techtarget.com/definition/block-cipher
http://searchsecurity.techtarget.com/definition/key
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a key is derived from message.  

4. If the sender is able to compute a key then receiver 

initiates a conventional message authentication code [21] 

(MAC)-based mutual authentication protocol with sender 

over the broadcast channel. In this, sender and receiver 

both hold the same key. If the authentication succeeds, 

then both the sender and the receiver halt the process. 

Since the broadcast channel provides integrity, the 

adversary is not able to change the message between 

sender and receiver .In the authentication protocol. If 

sender and receiver have the same key, then the adversary 

is not able to prevent the authentication from succeeding.  

 

IV.PROPOSED WORK 

 

 The Data Encryption Standard (DES) algorithm 

is mostly used in commercial and financial applications. 

The IDEA encryption algorithm provides high level 

security as a secret, but slightly less in providing secret 

key. IDEA algorithm can be defined and understood 

easily and the level of accessibility is also high. 

The block cipher IDEA operates with 64-bit plaintext 

and cipher text blocks and is controlled by a 128-bit key. 

The design of an algorithm consists of three different 

algebraic group operations. The algorithm structure is 

taken such that, with the exception that different key sub-

blocks are used, the encoding process is indistinguishable 

to the decoding process. 

 The plaintext is divided into four sub blocks as 16 

bits then all operations used in the encryption process 

performs on 16 bit numbers. Next process produces for 

each of the encryption round, six 16-bit key sub blocks 

from the 128-bit key. Since a further four 16-bit key-sub-

blocks are required for the subsequent output 

transformation, a total of 52 (= 8 x 6 + 4) different 16-bit 

sub-blocks have to be generated from the 128-bit key. 

 In Reed Solomon code the message can be 

transmitted between sensors m= (m0, m1... mk-1) є Fq, 

finite field of order q and then the output will be c= (c0, 

…, cn-1) є Fq, where k ≤ n ≤ q. RS codes are essential 

linear block codes that are of significant theoretical and 

practical interest. A (n, k) RS code C, defined over a finite 

field F, is a k dimensional subspace of the n dimensional 

space F
n
 for a message polynomial m(x) = m0 +m1x +...+ 

mk-1x
k-1

. The encoding operation is to evaluate m(x) at x1, 

x2,....., xn, where the xi‘s are n distinct elements of F. The 

decoding algorithm guarantees correct decoding as long 

as the number of errors exceed the value of t= Г(d-1)/2Ί, 

where d=n-k+1 is the minimum distance of the code. 

  

 

Figure 1: System Architecture 

 The message which is to be transmitted is first 

encrypted by using IDEA algorithm combined with Reed 

Solomon code. After combining the Reed Solomon 

Encode with the message, it is encrypted with the private 

key of the sender. After encryption, the encoded message 

is transmitted. At the receiver side, the transmitted 

message is decrypted using the public key and Reed 

Solomon decode will separate the message and code and 

it is again decrypted by IDEA which gives the original 

cipher text. 
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V RESULTS AND DISCUSSIONS 

 These two graphs show a comparison 

between two algorithms such as IDEA and RC4 with 

Reed Solomon code. 

 

 

Figure 2: Efficiency Transmission in IDEA with 

Reed Solomon code  

 

Figure 3: Efficiency of Transmission in Reed 

Solomon code with RC4 

 The first graph shows the transmission of 

messages using IDEA algorithm with RS code. The 

no of messages transmitted is taken in y-axis and the 

time taken is in x-axis in seconds. Using IDEA 

algorithm with RS code, the average time taken is 

above 20. 

 The second graph shows the transmission of 

messages using RC4 with RS code. The no of 

messages transmitted is taken in y-axis and the time 

taken in x-axis in seconds. Using RC4 algorithm with 

RS code, the average time taken is below 20. 

 It is clear from the observation that the 

transmission of messages using RC4 with RS code 

[22], the average time taken for transmission of 

messages is less than the time taken in IDEA with RS 

code. So the efficiency in transmitting messages is 

better in RC4 with RS code. 

VI CONCLUSION AND FUTURE WORK 

 We have presented a key management 

scheme for wireless sensor networks. The scheme 

encrypts a message by using IDEA algorithm and 

Reed Solomon code. We believe that the following 

facts are addressed: 

1. In memory constrained WSNs, key 

retransmission overhead is reduced by 

recovering the key using RS codes. 

2. The energy efficiency is achieved by the 

key recovery and also reduces the 

communication complexity. 

3. This algorithm is a strong block cipher as 

the cipher key size is 128 bits compared with 

efficiency encryption for IDEA with Reed 

Solomon code and RC4 with Reed Solomon 

code.  

 In future, key recovery can be achieved 

more efficiently by comparing different 

cryptographic algorithms which is most suited for 

wireless sensor during transmission of messages.  
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